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How We Create This Report

« Emerging risks are those whose effects have not yet been substantially realized
in the enterprise.

« Their evolution is highly uncertain because it is rapid, nonlinear or both.

« Our Quarterly Emerging Risks Report captures senior executives’ and risk
managers’ views on emerging risks and provides insight on identifying and mitigating
them.

-

Emerging risk list sourced
from client interactions and
secondary research

~ <

Quarterly emerging risk
research with peer-sourced
insights and industry
analysis

Quarterly emerging
risk survey

\
Risks that respondents indicate
have emerged, have low perceived
impact, low time-to-impact, low
relevance to their enterprises or for

which their enterprises are highly
prepared, are removed

Source: Gartner
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2Q24 Emerging Risk Universe Map

Economic

Climate &
ESG

Talent

Technological

Time Frame
|:| Within 1 year
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- 2+ years
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® Technological

2 @ Technological

3 @ Technological

4 @ Technological
5 @ Technological
6  ® Technological
7 o Political
8 @ Political

® Political
10 @ Political

Al-Assisted Misinformation

Al-Enhanced Malicious
Attacks

Al Intellectual Property
Control

Soft Ransomware Targets
Power Grid Strain
Misaligned Al Ambition

Escalating Political
Polarization

New Geopolitical Partnerships

Global Consequential
Elections

Increasing Threats to
Maritime Shipping

Source: 2Q24 Gartner Emerging Risks Survey, n =274
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® Talent
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® Talent

Climate & ESG
Climate & ESG
® Economic

® Economic
® Economic
® Economic

® Economic

Employee Misuse of Al

Misaligned Organizational
Talent Profile

Decline in Employee
Productivity

Extreme Heat Consequences
Climate Activism

Market Effects from Higher
Borrowing Costs

Overzealous Cost Cutting
Stagflation Expectations
Private Credit Market Risk
Delayed Interest Rate Lowering
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The 2Q24 Risk Meteors

Top Emerging Risks for 2Q24

By Risk Score! 4/

@ Z
Soft Ransomware .

Targets Al-Assisted

/ Misinformation
e~

.// ccaeing ‘4/

Polarization

Al-Enhanced Misaligned
Malicious Attacks Organizational
Talent Profile

Ranked Time to Impact

Organization

m
Rank

Al-Enhanced Malicious Attacks 3.3 83%
2 Soft Ransomware Targets 3.01 1.60 64%
3 Escalating Political Polarization  2.55 1.74 75%
4 Misaligned Organizational 2.80 221 1%
Talent Profile
5 Al-Assisted Misinformation 2.57 1.79 64%

n=274

Source: 2Q24 Gartner Emerging Risks Survey

'Risk Score = Cube Root (Impact x Inverse Time Frame x Frequency Selected
as a Top 10 Emerging Risk Rescaled)
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2Q24 Top Risks

Al-Enhanced Malicious Attacks

Impact Score: 3.13 / Time Frame: 1.59 / Frequency Selected: 83%

Enhanced Al-Enabled Cyberattack
Capabilities

Al enhancement provides more
sophisticated capabilities (e.g., automated
code generation and target identification
for phishing), enabling better intrusion
and more damaging attacks.

Continuous Al Adaptation and Learning

Al-enhanced malware can adapt to
security systems and adjust its tactics
based on real-time analysis of the
target’s defense, bypassing human
detection and security measures.

Easy Availability and Accessibility of
Al Tools

Open-source Al platforms and multiple
dark web Al tools lower the barrier to
entry, enabling hackers to conduct large-
scale attacks with fewer technical skills.

Risk
Exposure

Potential Consequences

Higher Frequency and Intensity

of Attacks

Frequent and better executed attacks hit
a wider array of targets, including ones
that were previously less vulnerable to
conventionally created malware attacks.

Al-Enhanced
Malicious
Attacks

Brand or Reputational Damage

Increased severity of breaches along
with regulations requiring disclosure of
breaches can erode clients’, consumers’
and partners’ trust in the organization
and brand.

Critical Systems Shutdown

Al-enhanced attacks cause payment,
medical and other critical systems to shut
down, presenting widespread effects to
organizations and employees.

Risk Description: The risk that internal and external malicious actions are boosted through the ease of use and

quality of Al-assisted tools such as code, voice and image generation.

Source: 2Q24 Gartner Emerging Risks Survey, n =274

ul
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2Q24 Top Risks

Soft Ransomware Targets

Impact Score: 3.01/ Time Frame: 1.60 / Frequency Selected: 64%

Ease of Ransomware Deployment

Easy availability and use of ransomware-
as-a-service (RaaS) lower the barrier

to entry as even inexperienced
cybercriminals can deploy attacks with
fewer technical skills and at lower costs.

Prioritization of Continuous Service
Over Security

To avoid planned outages and service
disruption, some organizations may steer
away from upgrading legacy systems,

prolonging the use of vulnerable systems.

High Cost of Refactoring

Refactoring old assets can be quite
expensive (software costs, staff upskilling)
and requires increased time and effort,
dissuading organizations (especially with
large networks of devices) from upgrading
their systems.

Risk
Exposure

Potential Consequences

Operational Disruption

Ransomware attacks disrupt operations
and delay services by shutting down
IT-enabled systems and blocking access
to critical data, leading to high cost of
recovery and downtime.

Soft
Ransomware
Targets

Increased Exposure to Extortion

High susceptibility to multi-extortion
(i.e., ransom demand follows threats
of selling, publishing or permanently
deleting the data) impacts not just
the primary organization but also the
associated third parties.

Increased Costs

Ransomware attacks add to the financial
burden of an organization in the form

of direct costs (ransoms, remediation,
litigation, public relations) and indirect
costs (reputational damage, loss of IP).

Risk Description: The risk that some types of systems may be especially vulnerable to ransomware due to
underinvestment or technical debt, leading to longer disruptions in business operations or other worse impacts

than usual when attacks occur.

Source: 2Q24 Gartner Emerging Risks Survey, n =274

Gartner




2Q24 Top Risks

Al-Assisted Misinformation

Impact Score: 2.57 / Time Frame: 1.79 / Frequency Selected: 64%

Amplified Echo Chambers

Social networks, industry cohorts and
peer groups allow misinformation to
perpetrate and gain credibility among an
individual’s existing networks, amplifying
the potential for further transmission.

Growing Complexity of Al Models

Al model complexity continues to
increase the likelihood of misinformation
being perpetrated through the inherent
opaqueness of model functionality,

the compounded risk of model drift

and misinterpretation by users of the
model output.

State, Quasi-State, Political and Criminal
Deployment

A mix of legal and illegal actors with non-
neutral agendas leverage Al’s ease of use
to directly and more easily influence the
public or target population sentiments
around specific issues or events.

Risk
Exposure

Potential Consequences

Increased Pressure to Respond

Organizations face frequent internal

(e.g., employees, board) and external (e.g.,
investors, clients) pressure on issues that
are not directly related to the organization’s
goals, operations or performance.

Al-Assisted
Misinformation

Unchecked Perpetuation of
Misinformation

Use of GenAl by employees, partners

or third parties perpetuates false
information throughout the organization
faster and more broadly than existing
verification and validation systems

can check.

Severe Lack of Time to Respond
Effectively

The speed and breadth of misinformation
campaigns significantly shorten response
time for organizations to form mitigation
strategies or deploy response plans.

Risk Description: The risk that Al-assisted misinformation spreads faster than organizations can react, posing a
threat both internally (as employees take negative actions such as hacktivism, protests, activism based on false

information) and externally (such as misinformation targeting investors).

Source: 2Q24 Gartner Emerging Risks Survey, n =274

Gartner




Issue Spotlight:
Top Risk Interdependence
and Amplifier Risks

High Risk Interdependence in Top Emerging Risks
Interdependence Map of 2Q24 Top 10 Emerging Risks

lllustrative

Globally
Consequential
Elections

Escalating
Political
Polarization

Misaligned
Organizational
Talent Profile

Soft Ransomware
Targets

[

/

Al-Assisted

_— Misinformation

Overzealous

«—0

Al-Enhanced
Malicious Attacks

N/

—
/V‘

Market Effects
From Higher
Borrowing Costs

Considering these risks separately fails to
account for the cumulative impact of risk
scenarios in which one risk event causes
other risks to manifest. Interdependency
maps (see above) help to visualize how risk
events might trigger other risks.

Source: Gartner

Cost Cutting Climate & ESG

@ Economic
Technological

Political

® Talent

Risk Impact

- 0 O

Low High

. Interconnectedness

Stagflation 4 —)
Expectations Low High

Use this interdependency analysis to:
+ Help determine your amplifier risks

« Prioritize mitigation of the risks that
“amplify” or increase the impact/likelihood
of other risks in your universe

Gartner



High Risk Interdependence in Top Emerging Risks

Critical Path Analysis
lllustrative

Globally
Consequential
Elections

\g\‘ JAI-Enhanced
Malicious Attacks

Source: Gartner

O Critical Path
Analysis helps
analyze worst-case
chain reactions.

@ Heavier lines
indicate a
high degree of

interconnectedness.

© Thin lines indicate
a low degree of

interconnectedness.

Use Critical Paths to Identify Amplifier Risks

Critical path analysis helps identify “amplifier” risks — risks that amplify or increase the

impact or likelihood of other risks in the risk register.

Interdependence Map With Highlighted Amplifier Risks
llustrative

Globally
Consequential
Elections

\ fAI-Enhanced
Malicious Attacks

Source: Gartner

Potential
Amplifier Risks:

« Al-Enhanced

Malicious
Attacks

« Globally
Consequential
Elections

Climate & ESG
@ Economic
Technological
Political
® Talent

Risk Impact

- 0 O

Low High

Interconnectedness

Low High

Climate & ESG
@ Economic
Technological

Political

® Talent

Risk Impact

- 0 O
Low High
Interconnectedness
Low High

Gartner



Understand Risk Implications of Amplifier Risk

Map your top amplifier risks to the risk register to better understand emerging
risk implications.

Example Map of Al-Enhanced Malicious Attacks to the Existing Risks

lllustrative
Amplified
Enterprise Risks Sample Sub-risks
Business Service Disruption
Continuity Risk X X
Confidential Data L
Amplifier Risk onticential bata toss

Loss of Brand Confidence

Reputational Risk
Data Breach Fines

Training Risk

Source: Gartner

Alternative Method: Identifying Amplifier Risks

Drive executive engagement and action by showing how certain emerging risks already
impact present-day enterprise risks.

GraySpring* Emerging Risk Prioritization Process and Criteria
lllustrative

« Risk 1
« Risk 2 . . L
Current: Presently impacting an enterprise risk in

some part of the business, either by increasing its
risk level or reducing control effectiveness

Flagged: Raised by risk owners and/or executives

who have the willingness and knowledge to
combat the issue

Prioritization Criteria

w

Risk Amplifiers

v
Amplifier Risk A
Amplifier Risk B
Amplifier Risk C

Amplifier Risk D

Pervasive?

Pervasive: Tied to 3 or more current enterprise
risks, requiring a response from multiple areas of
the business

Source: Adapted from GraySpring, Gartner
* Pseudonym

. Gartner



Act on Amplifier Risks

Partner with risk owners to validate your shortlist of amplifier risks and identify

mitigation improvements.

GraySpring* Amplifier Risk Validation Sessions

lllustrative

Yes

Affected
Risk Owner

iyl

Are you experiencing a
change in your risk area
due to this amplifier risk?

Do you feel that the

— current mitigation plan

sufficiently addresses
the amplifier?

Yes

@ Risk Amplified
® Risk Not Amplified

Do you anticipate
upcoming changes
to your risk
area due to this
amplifier risk?

Are there changes we can
make now to proactively
mitigate this amplifier?

No Yes

Identify best practices
which can be used to
strengthen mitigations of
other affected risks.

Brainstorm mitigation
changes and use relevant
best practices from other

affected risk owners.

Propose mitigation plan
changes to the Executive
Committee

©

Source: Adapted from GraySpring, Gartner

* Pseudonym

Continue to monitor
the amplifier.

Gartner



2Q24 Risk Dashboards

Regional Emerging Risks

Top 5 Emerging Risks
By Risk Score!

1. Market Effects From Higher
Borrowing Costs

2. Al-Enhanced Malicious Attacks

3. Misaligned Organizational
Talent Profile

4. Escalating Political Polarization

5. Soft Ransomware Targets

1. Al-Enhanced Malicious Attacks
2. Soft Ransomware Targets
3. Escalating Political Polarization

4. Misaligned Organizational Talent
Profile

5. Al-Assisted Misinformation

United Kingdom

1. Al-Enhanced Malicious Attacks
2. Escalating Political Polarization
3. Employee Misuse of Al

4. Al-Assisted Misinformation

5. Misaligned Organizational

Talent Profile

Europe (excl. U.K.)

1. Al-Enhanced Malicious Attacks
2. Escalating Political Polarization
3. Globally Consequential Elections

4. Al-Assisted Misinformation

5. Misaligned Organizational

Talent Profile

Asia/Pacific (excl. Australia and NZ)
1. Al-Enhanced Malicious Attacks

2. Escalating Political Polarization

3. Al-Assisted Misinformation

4. Soft Ransomware Targets

5. Employee Misuse of Al

Australia and New Zealand
1. Al-Enhanced Malicious Attacks
2. Soft Ransomware Targets

3. Misaligned Organizational
Talent Profile

4. Overzealous Cost Cutting

5. Employee Misuse of Al

n =20 (Canada); 157 (United States); 14 (United Kingdom); 26 (Europe, excl. UK.); 16 (Asia/Pacific, excl. Australia

and New Zealand); 28 (Australia and New Zealand)

Note: Mexico, Central America/South America, Middle East, and Africa are not presented due to n size.

Source: 2Q24 Gartner Emerging Risks Survey, n =274

'Risk Score = Cube Root (Impact x Inverse Time Frame x Frequency Selected as a Top 10 Emerging Risk Rescaled)

. Gartner



Emerging Risk Misalignment and Blind Spots

Emerging Risks by Level of Attention and Risk Score

¢ Top5Risk @ Other Risk

Potential Overinvestment @ Prioritized Risks
e Al Intellectual Property Control ¢ Al-Enhanced Malicious Attacks
e Climate Activism ¢ Soft Ransomware Targets

Employee Misuse of Al
Market Effects From Higher Borrowing

Delayed Interest Rate Lowering
Extreme Heat Consequences

e Increasing Threats to Maritime Costs
’g) Shipping
¢ Private Credit Market Risk
<
.0
€
i
= @ Deprioritized Risks ® Potential Blind Spots
(i
o
kil  ° Decline in Employee Productivity ¢ Al-Assisted Misinformation
§ ¢ Misaligned Al Ambition 4 Escalating Political Polarization

*>

Misaligned Organizational Talent Profile
Globally Consequential Elections

e QOverzealous Cost Cutting

e Stagflation Expectations

e New Geopolitical Partnerships

e Power Grid Strain

Risk Score (Avg.)

Source: 2Q24 Gartner Emerging Risks Survey, n = 274; quadrant alignment based on median scores
(exact median scores rounded down)

. Gartner



Top 5 Emerging Risks by Potential Opportunity

Top Emerging Risks by Potential for Associated Upside*

4z
o

Al Intellectual Property Control

O
8

Climate Activism Misaligned Al Ambition

Attain a reputation for sustainability
among competitors to attract
consumers and investors.

Deploy Al in enterprise in a
controlled and risk-conscious
manner to find efficiency gains or
add new business capabilities.

Align Al strategy with specific

business objectives to optimize data
analysis, streamline decision making
and enhance customer experiences.

Power Grid Strain

[

—

Misaligned Organizational
Talent Profile

Capitalize on the demand for
advanced power solutions to create
potential for market expansion

and revenue growth.

Take the opportunity to attract talent
to your organization based on skills,
rather than by job title.

Source: 2Q24 Gartner Emerging Risks Survey, n = 274

Q: "To what extent do you believe that there is a business opportunity associated with this risk?”

* Top emerging risks for potential associated upside ordered by business opportunity risk score, excluding risks selected by less
than 25% of respondents.

Top Emerging Risks Timeline
By Risk Score!

Third-Party Viability

Mass Generative Al
Availability

Evolving Sociopolitical
Expectations

Cloud Concentration
Risk

Personal Data
Regulatory
Fragmentation

Mass Generative Al
Availability

Escalating Political
Polarization

Cloud Concentration
Risk

Overzealous Cost
Cutting

Market Effects from
Higher Borrowing Costs

Al-Enhanced Malicious
Attacks

Al-Assisted
Misinformation

Escalating Political
Polarization

Globally Consequential
Elections

Misaligned
Organizational
Talent Profile

Al-Enhanced Malicious
Attacks

Soft Ransomware
Targets

Escalating Political
Polarization

Misaligned
Organizational Talent
Profile

Al-Assisted
Misinformation

Source: 2Q24,1Q24, 4Q23, 3Q23 Gartner Emerging Risk Surveys
'Risk Score = Cube Root (Impact x Inverse Time Frame x Frequency Selected as a Top 10 Emerging Risk Rescaled)

. Gartner



Actionable, objective insight

Position your Enterprise Risk Management function for success.
Explore these additional complimentary resources and tools:

L]

Rl

Webinar D Report

Join a Virtual Event Top 3 Priorities for ERM

Hear the latest insights from Gartner Leaders

experts at an upcoming or recorded event. Identify top risk priorities to develop an

enterprise risk assessment framework.

(4 ©

Template How We Help

Strategic Planning for Your Gartner for Legal, Risk &
Function Compliance Leaders

Turn your strategy into action with Discover how we can help you tackle
this template and tools. your most critical priorities.

Already a client?
Get access to even more resources in your client portal. Log In

Gartner


https://www.gartner.com/en/audit-risk/events/webinars?utm_medium=asset&utm_campaign=RM_GB_2024_CRISC_NPP_IA1_TOPEMERGINGRISKS&utm_term=ebook
http://gartner.com/account/signin
https://www.gartner.com/en/insights/strategic-planning/strategy-on-a-page-for-risk?utm_medium=asset&utm_campaign=RM_GB_2024_CRISC_NPP_IA1_TOPEMERGINGRISKS&utm_term=ebook
https://www.gartner.com/en/audit-risk/trends/build-enterprise-risk-assessment-erm-leaders-top-priorities?utm_medium=asset&utm_campaign=RM_GB_2024_CRISC_NPP_IA1_TOPEMERGINGRISKS&utm_term=ebook
https://www.gartner.com/en/audit-risk/products/gartner-for-risk?utm_medium=asset&utm_campaign=RM_GB_2024_CRISC_NPP_IA1_TOPEMERGINGRISKS&utm_term=ebook

Connect With Us

Get actionable, objective insight to deliver on your mission-critical
priorities. Our expert guidance and tools enable faster, smarter
decisions and stronger performance. Contact us to become a client:

U.S.: 1855 811 7593
International: +44 (0O) 3330 607 044

Become a Client

Learn more about Gartner for Legal, Risk & Compliance Leaders
gartner.com/en/audit-risk

Stay connected to the latest insights @ ® @
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https://www.gartner.com/en/become-a-client?utm_medium=asset&utm_campaign=RM_GB_2024_CRISC_NPP_IA1_TOPEMERGINGRISKS&utm_term=ebook
https://www.gartner.com/en/audit-risk?utm_medium=asset&utm_campaign=RM_GB_2024_CRISC_NPP_IA1_TOPEMERGINGRISKS&utm_term=ebook
https://www.youtube.com/user/Gartnervideo?utm_medium=asset&utm_campaign=RM_GB_2023_CRISC_NPP_IA1_TOPEMERGINGRISKSQ4&utm_term=ebook
https://www.linkedin.com/showcase/gartner-for-legal-and-compliance?utm_medium=asset&utm_campaign=RM_GB_2024_CRISC_NPP_IA1_TOPEMERGINGRISKS&utm_term=ebook
https://twitter.com/Gartner_Inc?utm_medium=asset&utm_campaign=RM_GB_2023_CRISC_NPP_IA1_TOPEMERGINGRISKSQ4&utm_term=ebook

